TRUONG PAI HQC VAN HIEN CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA CONG NGHE THONG TIN Péc 1ap — Tw do — Hanh phiic

PE CUONG CHI TIET HQC PHAN

1. Théng tin vé hoc phin

Tén hoc phan: AN TOAN MANG MAY TiNH NANG CAO

(ADVANCED NETWORK SECURITY)

M3 hoc phan: INT564

S6 tin chi: 03 (2/1/4)

Bac dao tao: Pai hoc

Loai hoc phﬁn: Bt budc

Hoc phan tién quyét/ Hoc phan trudc: An toan mang may tinh, T6 chirc va quan tri
cac dich vu mang.

Don vi phu trach: Khoa Cong nghé thong tin

S6 gio tin chi: 60, trong do:

Ly thuyét: 30 (1 tin chi LT = 15 tiét)

Thyc hanh: 30 (1 tin chi TH = 30 tiét)

Thuec tap: 00 (1 tin chi TT = 60 gio TT tai co s6)

Db 4n/ Khéa lugn 00 (1 tin chi DA/KL = 45 gi¢ lam DA/KL)

2. Théng tin vé giang vién

Giang vién 1:

Ho vatén: e
Churc danh, hoc Vi ..occveiiic e,
Thoi gian 1am viéc: Gio hanh chinh (8:00 -16:00)

Dja diém lam viéc: Khoa ..... - Truong Pai hoc .....
Dién thoai:
Email:

Giang vién 2:

Ho vatén:
Churc danh, hoc Vi: ..o,
Thoi gian 1am viéc: Gio hanh chinh (8:00 -16:00)

Dia diém lam viéc: Khoa ..... - Truong Pai hoc .....
Dién thoai:
Email:

3. TOm tit ndi dung hoc phan

Hoc phan gdm 06 chuong, cung cap cho ngudi hoc kién thirc téng quat vé& an toan

thong tin va duoc giai thich vé nhitng vi tri can thiét dé thiét 1ap phong thti nham gilp
ngudi hoc hiéu duoc sy can thiét va chon co ché phu hop dé nang cao hiéu qua trong an
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toan mang may tinh. Ngudi hoc duoc gidi thiéu co ban vé cac cong nghé va hé thong ciing
nhu cac k§ thuit an toan mang: tuong lira, mang riéng 4o, hé thong phat hién va ngin chin
xam nhap, ... Ngoai ra, hoc phan con gidi thi¢u thém vé hé thong Honeynet.
4. Muc tiéu ciia hoc phin

Hoc phan c6 nhitng muc tiéu:

- Cung cép cho ngudi hoc nhirng kién thirc chung vé an toan théng tin.

- Cung cip cho ngudi hoc kién thirc vé cac cong nghé, hé thong va k¥ thuat an toan
mang.

- Trang bi kién thuc can thiét vé viéc trién khai, cau hinh va sir dung tudng lira, mang
riéng 4o, hé thong phat hién va ngin chin xam nhap, hé théng quan 1y su kién va thong tin
an toan, hé thong Honeynet.

- Phaét trién k§ nang phan tich, 1ap luan va thuyét trinh hiéu qua.

5. Chuin dau ra ciia hoc phin:

Ma Noi dung chuin dau ra
CDbR (Bit dau bang dong tir theo thang Bloom)

Kién thire

CLO1 | Trinh bay duoc tim quan trong cia viéc dam bao an toan mang may tinh

CLO2 | Hiéu duoc vai trd va chiic ning cia cic cong nghé va hé thong an toan trong
mang may tinh

CLO3 | Giai thich dugc vi tri trién khai cua céc cong nghé va hé théng an toan trong
mang may tinh

Ky nang

CLO4 | Trién khai, cau hinh va str dung duoc cac cong nghé, hé théng an toan trong
mang may tinh

CLO5 | Tham gia 1am viéc nhom, trao d6i va dong gop v kién

Mirc d tu chi va trach nhiém

CLO6 | C6 y thirc dong gop dé xay dung cac bién phap an toan mang va c6 thoi quen
hoc tép subt doi

Ma tran lién két gitra Chuan du ra chwong trinh dao tao va Chuan dau ra hoc

phﬁn
Chuian
diu ra PLO1 | PLO2 | PLO3 | PLO4 | PLO5 | PLOG6 | PLO7 | PLO8 | PLO9 | PLO10
CLO1 X X
CLO2 X X X X
CLO3 X X X X
CLO4 X X X X X X
CLO5 X X X
CLO6 X X
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Ghi chi: PLOs (ProgrammeLearningOutcomes): Chudn dau ra cap CTPT

CLOs (CourseLearningOutcomes): Chudn dau ra hoc phin

6. Noi dung chi tiét ciia hoc phan
6.1. Ly thuyét

Chuong

Noi dung

Dap ung CLOs

Chuong 1

Tong quan vé dam bdo an toan mang may tinh

CLO1, CLO5S

11

An toan mang may tinh 1a gi?

1.2

Nhiing gi can dugc bao vé

1.3

Muc dich va cach danh gia mic do an toan mang

14

Su can thiét cua viéc viét lai chinh sach va nguoi chiu
trach nhiém cua an toan mang may tinh

1.5

Mot s0 van dé vé mang nd1 bd va mang bén ngoai

1.6

Nhitng thanh phan an toan mang thuong duoc sir dung
dé giam thiéu cac mbi de doa

Chuong 2

Cong nghé tuwong lira

CLOZ2, CLO3,
CLOS

2.1

Dinh nghia vé tudng lia

2.2

Tam quan trong ctia tudng lira trong an toan mang may
tinh

2.3

Co ché hoat dong cua tuong lira

2.4

Phan loai tuong Itra

2.5

Céc phuong phap loc luu lugng cta tuong lura

2.6

Céc luat tuong lra

Chuong 3

Cong nghé mang riéng d0 — VPN

CLO2, CLO3,
CLO5

3.1

Dinh nghia vé VPN

3.2

Loi ich cta viéc trién khai VPN

3.3

G161 han cia VPN

3.4

M6 hinh trién khai va kién trac VPN

3.5

Méi quan hé giita ma hoa va VPN

3.6

Chtng thuc trong VPN

3.7

Céc giao thuc dugc sir dung trong VPN

Chuong 4

H¢ thong phat hi¢n va ngiin chin xidm nhap

CLO2, CLO3,
CLO5

4.1

Dinh nghia vé xam nhap, phat hién xam nhdp va ngan
chan xam nhép

4.2

Phat hién xam nhap va hé thong phat hién xAm nhap

4.3

Phén loai hé thong phét hién xAm nhap
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Chuong

Noi dung

Dap ung CLOs

4.4

Phan mg v6i hanh dong xam nhap hé thong

4.5

Nhitng thach thire ddi v6i hé théng phat hién xam nhap

4.6

Thé nao 1a hé thong phat hién xAm nhap hoan thién

4.7

Hé théng ngin chin x4m nhap

4.8

Céc cong cu phat hién xam nhap

Chuong 5

Hé thong quan 1y sw kién va théng tin an toan —
SIEM

CLO2, CLO3,
CLOS

5.1

Dinh nghia vé SIEM

5.2

Giam sat thoi gian thuc

5.3

Phan tng sy co

5.4

Gidm sat nguoi dung

5.5

Thong tin tinh bao vé mbi de doa

5.6

Phén tich va phat hién mbi de doa nang cao

Chwong 6

H¢ thong Honeynet

CLOZ2, CLO3,
CLOS

6.1

Gidi thiéu vé Honeynets va Honeypots

6.2

Hé théng Trap-and-Trace

6.3

Phong chéng xam nhép chil dong

6.2. Thuc hanh

N¢i dung

bap ung CLOs

6.2.1. | Bai tap ca nhan

CLO2, CLO3,
CLO5, CLO6

Nguoi hoc 1am bai tap trong tirng chuong.

6.2.2. | Bai tap nhom

CLO2, CLO3,
CLO4, CLOS5,
CLOG6

Lab 1

Pé xuat va trién khai hé thong mang theo md hinh Client
— Server ¢6 ning luc dé thyc hién cac cong nghé, hé thong
dam bdo an toan mang mday tinh nhu: Firewall, VPN,

IDS/IPS, SIEM,...

Kiém tra hoat dong ctia mé hinh va luu trit lam tién dé cho

cac bai Lab tiép theo

Lab 2

Duya vao mé hinh d3 trién khai & bai Lab 1, hiy dé xuat vi
tri phu hop cho tudng lira va trién khai dé nang cao tinh

an toan mang may tinh cia moé hinh
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Noi dung

Dap ung CLOs

Trién khai cac ludt tuong lira cho phép cac may khach
dugc bao v¢ boi tuong Itra truy cap mot ) ung dung hodc
dich vu cu thé.

Céc thanh vién trong nhom thuc hién kiém tra hoat dong
ctia cac ludt twong ltra da trién khai

Lab 3

Dua vao mo hinh d3 trién khai & bai Lab 1, hay dé xut vi
tri pht hop cho VPN va trién khai dé nang cao tinh an toan
mang may tinh cia mo hinh

Kiém tra hoat dong cia VPN

Céc thanh vién trong nhom thuc hién kiém tra hoat dong
ctia VPN d4 trién khai

Lab 4

Dua vao m6 hinh d trién khai ¢ bai Lab 1, hay dé xuat vi
tri phtt hop cho Hé théng phét hién & ngan chian xam nhép
va trién khai dé nang cao tinh an toan mang may tinh cua
mo hinh

Trién khai luat dé phat hién mot s6 hoat dong xam nhap
Céc nhom thue hién kiém thir chéo hé théng ctia nhau dé
danh gia kha nang phat hién va ngan chan xadm nhap cua
hé théng

Lab5

Duya vao md hinh di trién khai ¢ bai Lab 1, hiy dé xuat vi
tri phii hop cho hé théng SIEM va trién khai dé nang cao
tinh an toan mang may tinh ciia m6 hinh

Trién khai luat dé thu thap thong tin nhat ky va canh bao
Céc thanh vién trong nhom thuc hién kiém tra hoat dong
ctia hé théng SIEM d4 trién khai

Lab 6

Trién khai hé théng mang 13 tong hop cac cong nghé, hé
thong ciia cic bai lab trudc ma c6 thém hé thong
Honeynet.

Céac nhom thyuc hién kiém thtr chéo hé théng va danh gia
kha ndng phong thu cia ting nhom vaéi nhau.
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7. Phan bd thoi gian theo tiét va diéu kién thuwe hién:

S6 tiét tin chi Ghi
Chuong Tén chwong Ly Bai | Thuc | Tuw 2 ,
£ n X Tong | chu
thuyet | tap | hanh | hoc
1 Tong quan Vé’ dam bao an 05 0 0 10 15
toan mang may tinh
2 Cong nghé tuong lira 05 0 05 10 20
Cong ngh¢ mang riéng ao
3 VPN 05 0 05 10 20
4 Hévthénig phf'lt hiéri va 05 0 10 10 o5
ngan chan xam nhap
Hé théng quan 1y sy kién
5 va thdng tin an toan — 05 0 05 10 20
SIEM
6 Hé thong Honeynet 05 0 05 | 10 | 20
Tong 30 0 30 | 60 | 120
CAC CHU DE THAO LUAN VA TIEU LUAN
SRS R TRPOPR
USSR

8. Phwong phap giang day:
Giang vién giang day véi su két hop cia mot s6 phuong phap sau:
Goiy:

- Thuyét trinh

- Phat van

- Hoi lai hodc van dap

- DBoc va tom lugce ndi dung tai li€u

- Dong ndo nhanh (bai tp tu duy ca nhan)

- Giao bai doc vé nha

- Huong dan tu hoc

- Thao luan nhom

Ma tran lién két gitra Chuan dau ra véi phwong phap giing day

Phuong
; ™ <t o) © o S a N
phégp |15 | 0 |8 |d |6 |6 |oc|d|8d8|8 |8 |8
ian | | —_ —_ —_ | _| _| _| S S |
glang | o | O @) @) @) @) O | O |O |0 |0 )
day
X | X X
X X
X X
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Phuong
4 o o 0] < o © N~ © o S N AN
phap /1o | o |0 |o|o|o|o|o|lolal|als
ian 4 _ _ _ _ _ _ J | J | 3 S S
glang | O | O @) @) @) @) O | O |O |0 | O )
day
X X X
X X X X X X X X
X X X X X X X X
X X X X X X X X
9. Phwong phap hoc tap
Sinh vién hoc tap véi su két hop ciia mot s6 phuong phép sau:
Goiy:
- Thuyét trinh
- Lam viéc nhom
- Tu hoc, tu nghién ctru
Ma trén lién két giira Chuan diu ra véi phwong phap hoc tip
Phuong | N ™ < 0 © ~ ) o 9 d N
ha @) ®) @) @) ®) @) 'e) ®) ®)
phap | 3 - _| _| _| 1 — R It S S
hoc tap @) o ®) ®) ®) ©) ©) @) ©) O O O
X X X
X X
X X
X X X

10.Nhiém vu cia sinh vién
Goiy:
- Chu dong t6 chire thyc hién gio tu hoc.
- Tham gia day du cac gio 1én 16p va gio thuyét trinh (sinh vién chi dugc vang mat
t61 da 20% thoi gian 18n 16p ciia hoc phan).
- Poc tai liéu tham khao bt budc va bd trg do giang vién gidi thiéu.
Hoan thanh day di cac bai tap c4 nhan, bai tip nhom.
Tham gia ky thi két thiic hoc phan.

11. Thang diém danh gia: Diém danh gia qua trinh va diém thi két thic hoc phan duoc
cham theo thang diém 10 (tir 0 dén 10), 1am tron dén 1 chir s6 thap phan.
12. Phuwong phap kiém tra, danh gia két qua hoc tip
Sinh vién duoc danh gia két qua hoc tip trén co sé hai diém thanh phan nhu sau:
1. Piém ddnh gid qud trinh: trong s 40% bao gom:
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a. Diém chuyén can: ..., trong sb ...%
b. Piém kiém tra thuong xuyén: ...., trong sb ...%
2. Diém thi két thiic hoc phan: trong s6 60%
Hinh thtc thi: Tiéu luan
Ma trin quan hé giita Chuin diu ra va phwong phap kiém tra, danh gia

Hinh

th‘i’c888588588§§g

danh | =2 | 2 | 22233233333
c|lo|/o|lo|lo|o|o|lo|lo|d|olo

gia

Tié

Ml x I x [ x | x | x| x| x| x| x| x| x| x

luan

Thuyét

W x X X | X | x| x| x| x| x| x

trinh

T".

x| x I x I x | x| x I x I x|Ix| x| x| x

nghiém

Du l6p X

13.Tai liéu phuc vu cho hoc phan (cac tai liéu xuit ban trong 05 nim tré lai day va
cung cap dwogc cho Trung tim Hoc liéu noi dit tai liéu)
13.1. Tai liéu chinh
- Joseph Migga Kizza, Guide to Computer Network Security, Fifth Edition, Springer,
2020.
13.2. Tai liéu tham khao

- Michael E. Whitman and Herbert J. Mattord, Principles of Information Security, 7th
Edition, 2022.

- James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Eighth Edition, PEARSON, 2020.

- R.Achary, Cryptography and Network Security an Introduction, Mercury Learning
and Information LLC, 2021.

TP.H6 Chi Minh, ngay ... thang ... ndm

Hiéu trudéng Trwéng Bo mon Giang vién bién soan
Duyét (Ky va ghi r0 ho tén) (Ky va ghi r0 ho tén)
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