TRUONG PAI HQC VAN HIEN CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA: CONG NGHE THONG TIN Poc 1ap — Tw do — Hanh phiic

PE CUONG CHI TIET HQC PHAN

1. Théng tin vé hoc phin

Tén hoc phan: An toan mang khong day va di dong (Wireless and Mobile Network
Security)

M3 hoc phan: INT498

S6 tin chi: 2 (2/0/4)

Bac dao tao: Dai hoc

Loai hoc phﬁn: Bit budc

Hoc phan tién quyét/ Hoc phan trudc: Mang mady tinh

Don vi phu trach: Khoa Cong Ngh¢ Thong Tin

S6 gio tin chi: 30, trong do:
Ly thuyét: 30 tiét

Thuc hanh: 0 tiét

Thuc tap: 0 tiét

Do 4n/ Khoa luan 0 tiét

2. Thong tin vé giang vién

Giang vién 1:

Ho va tén: Nguyén Quang T4n

Chure danh, hoc vi: Tién si

Thoi gian 1am viéc: Gid hanh chinh (8:00 -16:00)

Dia diém lam viéc: Khoa Cong Ngh¢ Thong Tin; Truong Dai hoc: Pai Van Hién
Dién thoai: 0903766808

Email: tanng@vhu.edu.vn

Giang vién 2:

Ho vatén:
Churc danh, hoc Vi oo,
Thoi gian 1am viéc: Gid hanh chinh (8:00 -16:00)

Pja diém lam viéc: Khoa ..... - Truong Pai hoc .....

Dién thoai:
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- Email:

3. T6m tit ndi dung hoc phén
Hoc phan gdm 7 chwong, bao gdm trinh bay céc kién thirc cin ban vé mang khong

day va di dong, vé chuin Ethernet 802.11, cu thé di sdu nghién ctru ban chit va co ché hoat
dong ctia giao thirc 802.11 nhu k¥ thuét truy cap dudng truyén, k¥ thuat chimg thuc, quang
ba mang. Sinh vién chu yéu nghién ctru hoat dong cua cac loai frame trong 802.11 va co
ché gia nhap va tir bo cua cac thuc thé trong mang khong day va di dong. Ngoai ra, hoc
phan con rén luyén ky ning giai quyét cac van dé thuong gip trong An toan mang va tao
ham mé hoc tap ciing nhu x4y dung cac ung dung thuc té.
4. Muc tiéu ciia hoc phan

Hoc phan c6 nhitng muc tiéu:

- Kién thirc: Cung cdp cho sinh vién chuyén nganh mang cac kién thirc co ban va
chuyén sau vé chuan mang khong ddy Ethernet 802.11. Cung cép cho ngudi hoc nhiing
kién thirc chung va tong quat vé mang may tinh, hé thong mang khong day va di dong.

- K¥ nang: Sinh vién c6 kha ning trién khai hé théng mang khong dy trong t6 chirc
vira va nho, giam sat do luong hiéu suat hoat dong ciia moi truong khong, xay dung, cai
dit, toi wu héa va quan 1y hé thong mang khong day va di dong. Co kha niang dua ra cac
giai phap cho cdc mo hinh mang khong day va di dong phu hop véi nhu cau cia t6 chirc
va doanh nghiép.

- Phat trién k¥ nang phén tich, 1ap ludn, va thuyét trinh hiéu qua.

5. Chuén dau ra ciia hoc phan:

Noi dung chuan dau ra

Ma CDR ST
(Bat dau bang dong tir theo thang Bloom)

Kién thirc

Giai quyét van dé dua trén cac k¥ nang dinh luong va kién thic vé logic

CLOL | .o ban, giai tich, théng ké

Phan tich cac van dé trong thuc té dua trén kién thic co ban vé khoa
CLOZ hoc tu nhién, phurong phap tinh toan, kién thirc vat 1y.
CLO3 Trinh bay duoc cac kién thirc trai nghiém nganh nghé, cac kién thirc co

ban va phuong phap hoc tp ctia chuyén nganh

Str dung thanh thao cac phin mém mang khong day va di dong, k¥ thuat
CLO4 | khéo sat, danh gia va tinh toan cho thiét ké an toan hé thong mang. Giai
quyét cac van dé co ban trong linh virc cong nghé thong tin
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Str dung thanh thao cac phan mém mang khong day va di dong, lap trinh

CLO5 | Web, hé diéu hanh ma ngudn mé. Phat hién va sira ddi, giai quyét duoc
cac 16 1ap trinh hodc hé diéu hanh.
K¥ ning
CLO6 | Tham gia lam viéc nhém va cé nhiing dong gép mang lai hi€u qua.
CLO7 | St dung cac ung dung CNTT thanh thao.
Xéc dinh, so sanh cac cong nghé méi, cac xu thé phat trién trong qua
CLOS8 . A
trinh hoc tap.
cLOS Thyc hién thanh thao cac k¥ nang nghi€p vu chuyén mon, chuyén

nganh.

Mirc tu chu va trach nhiém

CLO10 | Giit gin dao dirc nghé nghiép.

Co y thirc dong gop tao ra nhitng san pham co gia tri, gop phan thuc day
CLOIL ¢, phat trién khoa hoc va k¥ thuat dat nudc.
CLO12 | C6 th6i quen hoc tap sudt doi.

Ma trén lién két giira Chuan diu ra chwong trinh dao tao va Chuin dau ra hoc

phan

Chuin

daura

PLO2
PLO3
PLO4
PLO5
PLO6
PLO7
PLOS8
PLO9

PLO10

CLO1

CLO2

CLO3

x| x| x| PLO1

CLO4

X

CLOS

X

CLOG6

CLO7Y

X

CLOS8

CLO9

CLO10

X

CLO11

X

CLO12

X

Ghi chi: PLOs (Programme Learning Outcomes): Chudn dau ra cap CTDT

CLOs (Course Learning Outcomes): Chudn ddu ra hoc phan

6. Noi dung chi tiét ciia hoc phin
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6.1. Ly thuyét

Chuong Noi dung Pap uing CLOs
TONG QUAN VE MANG KHONG DAY VA DI
Chuong 1| CLO2, CLO4
PONG
1.1. | Gidi thiéu truyén thong khong day va di dong
1.2. | Mot sb thuat ngir vé mang khong day va di dong
1.3. | Phan loai mang khong day va di dong
14. Lich sir phat trién cia mang khong day
SONG VO TUYEN VA SU LAN TRUYEN TiN
Chuwong 2 HIEU CLO2, CLO5
2.1. | Truyén dit liéu qua khong khi
2.2. | Song dién tir va song vo tuyén
2.3. | Truyén tin hiéu vo tuyén
2.4. | Yéu t6 anh hudng dén su lan truyén cia tin hiéu
2.5. | M6 hinh lan truyén séng vo tuyén
Chuwong 3 | KY THUAT BIEN PIEU TiN HIEU SO CLO2, CLO5
3.1. | Giéi thi¢u vé bién diéu tin hi¢u so
3.2. | Céc thanh phan cua mot h¢ thong bién diu tin hiéu
3.3. f(oy thuat bién diéu bién do
3.4. | Ky thuat bién diéu tan sd
3.5. | K¥ thuat bién diéu pha
3.6. | Ky thuat bién diéu pha vudng goc
3.7. | So db chom sao
3.8. | K¥ thuat diéu ché bién d¢ vuong goc (QAM)
3.9. | Hiéu qua phd tan
Chuong 4 KY THUAT DA TRUY CAP CLO2, CLO4,
‘ CLO5
4.1. | Gio1 thiéu vé da truy cap
4.2. | Giao thuc da truy cap canh tranh
4.3. | Giao thttc da truy cap khong canh tranh
4.4. K¥ thuét trai phd
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Chuong Noi dung

Pap ing CLOs

Chuwong 5 | MANG DI PONG CLO2, CLO5
5.1. | Gidi thiéu vé mang di dong
5.2. | Cac thanh phan chinh cia mang di dong
5.3. | Hinh hoc ctia mot té bao
5.4. | Chuyén giao va chuyén ving
5.5. | Tai str dung tan sb
5.6. | Cap phat kénh truyén
5.7. | Nhiéu va kha ning cua hé thong
Chwong 6 | MANG CUC BO KHONG DAY CLO2, CLO5
6.1. | Gi6i thiéu vé mang cuc bd khong day
6.2. | Ung dung ctia mang cuc bo khong day
6.3. | Kién trac tham chiéu cua mang IEEE 802.11
6.4. | Chuan mang cuc bo khdng day
6.5. | Piéu khién k¥ thuat kénh truyén
6.6. | Cau trac khung IEEE 802.11
6.7. | Tang vat 1y ciia mang cuc bo khong day
6.8. | Mang Bluetooth
6.9. | Mang cam bién
Chuwong 7 | AN TOAN MANG CUC BQ KHONG DAY CLO2, CLO5
7.1. | Can ban vé an toan thong tin
7.2. | Cac mdi de doa ddi vai mang cuc bd khong day
7.3. | Tan cong mang cuc bo khong day
7.4. | Giai phép an ninh cho mang cuc bg khong day
7.5. | Chuan phan tich bao mat IEEE 802.11i
6.2. Thuc hanh
Noi dung Pap ung CLOs
6.2.1. | Bai tip ca nhan CLO2, CLO5
Nguoi hoc thyc hién it nhat 01 bai c4 nhan theo yéu cau
giang vién
6.2.2. | Bai tip nhém CLO2, CLO5
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Noi dung

Pap ing CLOs

- Nguoi hoc thuc hién 01 bai tap nhém

- Cé4c nhém bao cao két qua 1am viée trude 16p.

7. Phan bd thoi gian theo tiét va diéu kién thuwe hién:

S6 tiét tin chi
STT Tén chuwong Ly Bai | Thue | Tw . Ghi chu
. . Tong
thuyét | tap | hanh | hoc
TONG QUAN VE
1 | MANG KHONG DAY 04 0 0 5 9
VA DI PONG
SONG VO TUYEN VA
2 | SULAN TRUYEN TiN 04 0 0 5 9
HIEU
KY THUAT BIEN
3 N . 04 0 0 10 | 14
PIEU TIN HIEU SO
KY THUAT PA TRUY
4 ) 04 0 0 10 | 14
CAP
5 | MANG DI PONG 05 0 0 10 | 15
MANG CUC BQ KHONG
6 A 05 0 0 10 | 15
DAY
AN TOAN MANG CUC
7 . . 04 0 0 10 | 14
BO KHONG DAY
Tong 30 0 0 60 | 90
CAC CHU PE THAO LUAN VA TIEU LUAN
L ettt ettt ettt ettt ettt en ettt
72O
< TR
8. Phwong phap giiang day:
Giang vién giang day véi su két hop cia mot s6 phuong phap sau:
Goiy:
- Thuyét trinh
- Phét van
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- Héi lai hoac van dép

- Doc va tom lugce ndi dung tai licu

- DPong ndo nhanh (bai tap tu duy c4 nhan)

- (Giao bai doc vé nha

- Huong dan tu hoc

- Thao luan nhom

Ma trén lién két giira Chuin diu ra véi phwong phap gidng day

Phwong
ha — N ™ < o © ~ o) o — — N
P19l 919199 91919198 868
gang | | ©o| O| Oo| ©o| ©O| ©o| ol ol d| a8l o
o o o
day
Thuyet | 1 x| x | x | x X | X X | X
trinh
Phat van | X X X X X X
Hoi lai
hoicvan | X | X | X | X | X | X | X X X | X
dap
Poc va
mluge |1l x| x| X X | x| x| x
ndi dung
tai liéu
9. Phuwong phap hoc tap
Sinh vién hoc tap véi su két hop ctia mot sé phuong phép sau:
Goiy:
- Thuyét trinh
- Lam viéc nhém
- Tu hoc, tu nghién clru
Ma trén lién két giira Chuan diu ra véi phwong phap hoc tip
Phwon
, g — N 2] <t ey © ~ © | o S N N
phap @) @) O O @) O O O| O o) O o)
- J J J | J J J J J ' S S
hoctasp | ©O| ©O| O©O| ©O| ©| ©O| Oo| O] O| | o! ©
Thuyet |- X X X X | X | X
trinh
Lam
viéc X X X X
nhém
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Tu hoc,

ol I x [ x| x| x| x| xIx|Ix| x| x| x
nghién

cuu

10. Nhiém vu cia sinh vién
Goiy:
- Chu dong t6 chire thyc hién gio ty hoc.
- Tham gia ddy du cac gid 1én 16p va gid thuyét trinh (sinh vién chi duoc ving mit
t6i da 20% thoi gian 1én 16p cia hoc phan).
- Doc tai liéu tham khao bat budc va bo trg do giang vién gidi thi¢u.
- Hoan thanh day du cac bai tip ca nhan, bai tdp nhom.
- Tham gia ky thi két thuc hoc phan.
11. Thang diém danh gia: Piém danh gia qué trinh va diém thi két thic hoc phan duoc
cham theo thang diém 10 (tir 0 dén 10), 1am tron dén 1 chir s6 thap phan.
12. Phwong phap kiém tra, danh gia két qua hoc tip
Sinh vién duoc danh gia két qua hoc tip trén co sé hai diém thanh phan nhu sau:
1. Piém danh gid quda trinh: trong sé 40% bao gom:
a. Diém chuyén can: 1, trong s6 10%
b. Diém kiém tra thuong xuyén: 3, trong s6 30%
2. Diém thi két thiic hoc phan: trong sé 60%
Hinh thire thi: Ty luan

Ma tran quan hé giira Chuan dau ra va phwong phap kiém tra, danh gia

Hinh thwe o —
damhgia |0 |0 |Q |S |8 |8 | |8 |83 |8 |8

— - - - - - - — | | |

O|lo |o|]O |O|O |]Oo |O|O|O | O

Ty ludn X | X | X | X | X | X | X | X | X]| X]| X
Du 16p X X X X X X X X X X X

13.Tai liéu phuc vu cho hoc phin (cac tai liéu xuit ban trong 05 nim tré lai day va
cung cap dwoc cho Trung tim Hoc liéu noi dit tai liéu)
13.1. Tai liéu chinh

Andreas F. Molisch (2022). Wireless Communications From Fundamentals to
Beyond 5G. 3th Edition, Wiley Publishing, ISBN: 9781119118176
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- Khaldoun Al Agha, Guy Pujolle, Tara Ali Yahiya (2016). Mobile and Wireless
Networks. Wiley Publishing, ISBN: 9781119007562
13.2. Tai liéu tham khao

- Paco Hope and Ben Walther (2008). Web Security Testing Cookbook. O’REILLY,
ISBN: 978-0-596-51483-9

TP. H6 Chi Minh, ngay ... théng ... nam 2024
Hiéu truwéng Truwéng B6 mon Giang vién bién soan

Duyét (Ky va ghi r0 ho tén) (Ky va ghi r0 ho tén)

TS. Nguyén Quang Tan
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