TRUONG PAI HQC VAN HIEN CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA: CONG NGHE THONG TIN Poc 1ap — Tw do — Hanh phiic

PE CUONG CHI TIET HQC PHAN
1. Théng tin vé hoc phin
- Tén hoc phan: Bao mat Web va Ung dung (Web Application Security)
- M4 hoc phan: INT491
-S4 tin chi: 2 (2/0/4)
- Bac dao tao: Pai hoc
- Loai hoc phén: Bit budc
- Hoc phan tién quyét/ Hoc phan trude: An toan mang may tinh
- Don vi phu trach: Khoa Cong Nghé Thong Tin

-S4 gio tin chi: 30, trong do:
- Ly thuyét: 30 tiét

- Thyc hanh: 0 tiét

- Thuc tap: 0 tiét

- D0 én/ Khéa lugn 0 tiét
2. Théng tin vé giang vién

Giang vién 1:

- Ho vateén: Nguyén Quang Tan

- Chure danh, hoc vi: Tién si

- Thoi gian lam vi¢c: Gio hanh chinh (8:00 -16:00)

- Dja diém lam viéc: Khoa Cong Nghé Thong Tin; Trudng Pai hoc: Pai Vin Hién
- bién thoai: 0903766808

- Email: tannq@vhu.edu.vn
Giang vién 2:

- Hovatén:
- Churc danh, hoC VIi ..o,
- Thoi gian lam viéc: Gio hanh chinh (8:00 -16:00)

- bia diém lam viéc: Khoa ..... - Truong Pai hoc .....

- Diénthoai:

- EmMall
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3. TOm tit ndi dung hoc phan
Hoc phan gdm 6 chwong, trinh bay nhu cau trién khai tng dung web an toan trong

moi truong mang internet hién nay; cac ky thuat bao vé c6t 161 ma ung dung web ho tro;
cac k¥ thuat tin coéng Gmg dung web nhu: 14p ban dd ing dung web, tin cong bod qua su
diéu khién, tin cong ching thuc, tan cong phién lam viéc, tin cong co so dir licu, tan cong
ngudi sir dung, tin cong gia mao dir lidu, ...; cac k¥ thudt quét 16 co ban; cac ky thuat ma
hoa dir liéu; cac ky thuat quét 16i tu dong va quét 161 nhiéu mit. Ngoai ra, hoc phan con rén
luyén k¥ ning giai quyét cic van dé thuong gip trong An toan mang va tao ham mé hoc
tap ciing nhu xay dung cac tmg dung thuc té.
4. Muc tiéu ciia hoc phan

Hoc phan c6 nhitng muc tiéu:

- Cung cap cho ngudi hoc nhimng kién thirc chung vé tong quat vé mang may tinh,
Tong quan vé cau triic cia mang may tinh, cac thanh phan co ban cia mot mang, giao thirc
mang pho bién, va cac thiét bi mang co ban.

- Cung cap kién thirc cho sinh vién vé cac 16 hong bao mat trong Gng dung web, cac
k¥ thuat phét hién va giai phap khac phuc.

- Trang bi kién thirc vé k¥ nang Ap dung kién thic vao Thuc hanh: Thyc hanh kham
pha cac k¥ thuat va giai phap khac phuc thong qua cac bai tap va dy an thuc té. Do vay,
sinh vién c6 thé lam viéc dugc ngay sau khi ra trudng vi nhu cu xa hoi vé do ngii phat
trién hodc kiém tra 15i bao mat web ra rit cao trong xa hoi Internet hién nay.

- Phat trién k¥ niang phén tich, 1ap ludn, va thuyét trinh hiéu qua.

5. Chuan dau ra cua hoc phan:

Noi dung chuan dau ra

Ma CBbR T
(Bat dau bang dong tur theo thang Bloom)

Kién thirc

Giai quyét van dé dua trén cac k¥ nang dinh luong va kién thic vé logic

cLol co ban, giai tich, thong ké

Phén tich cac van dé trong thuc té dya trén kién thirc co ban vé khoa
CLO2 hoc tu nhién, phuong phap tinh toan, kién thuc vat Iy.
CLO3 Trinh bay dugc cac kién thirc trai nghiém nganh nghé, cac kién thirc co

ban va phuong phéap hoc tap cua chuyén nganh

Str dung thanh thao cac phan mém phat hién 16 hong bao mat, ky thuat
CLO4 | khdo sat, danh gia va tinh toan cho thiét ké an toan hé thong web. Giai
quyét cac van dé co ban trong linh vyc cong nghé thong tin
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St dung thanh thao cac phdn mém gidm sat mang, lap trinh Web, hé

CLO5 | diéu hanh ma ngudn mo. Phat hién va stra ddi, giai quyét dugc cac 16i
1ap trinh hodc hé diéu hanh.
K¥ ning
CLO6 | Tham gia lam viéc nhom va cé nhitng dong gop mang lai hi€u qua.
CLO7 | St dung cac ung dung CNTT thanh thao.
Xéc dinh, so sanh cac cong nghé méi, cac xu thé phat trién trong qua
CLOS8 . A
trinh hoc tap.
cLOS Thyc hién thanh thao cac k¥ nang nghi€p vu chuyén mon, chuyén

nganh.

Murc tu chi va trach nhiém

CLO10 | Giit gin dao dirc nghé nghiép.

Co y thirc dong gop tao ra nhitng san pham co gia tri, gop phan thuc day
CLOIL ¢, phat trién khoa hoc va k¥ thuat dat nudc.
CLO12 | C6 th6i quen hoc tap sudt doi.

Ma trén lién két giira Chuan diu ra chwong trinh dao tao va Chuin dau ra hoc

phan

Chuin

daura

PLO2
PLO3
PLO4
PLO5
PLO6
PLO7
PLOS8
PLO9

PLO10

CLO1

CLO2

CLO3

x| x| x| PLO1

CLO4

X

CLOS

X

CLOG6

CLO7Y

X

CLOS8

CLO9

CLO10

X

CLO11

X

CLO12

X

Ghi chi: PLOs (Programme Learning Outcomes): Chudn dau ra cap CTDT

CLOs (Course Learning Outcomes): Chudn ddu ra hoc phan

6. Noi dung chi tiét ciia hoc phin
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6.1. Ly thuyét

Chuong

Noi dung

Pap ing CLOs

Chuwong 1

TONG QUAN VE BAO MAT WEB

CLO2, CLO4

1.1.

G161 thi€u vé Internet va an toan Web

1.2.

Céc chirc nang thong dung ctua ing dung web

1.3.

Uu diém cta tng dung web

1.4.

Tinh an toan cia ing dung web

1.5.

Céc nguy co va giai phap bao v¢

Chuong 2

CAC CO CHE BAO VE COT LOI CUA WEB

CLOZ2, CLO5

2.1.

Kiém soat su truy cap cua nguodi dung

2.2.

Kiém soat dit li¢u nhap

2.3.

Kiém soat tan cong

24.

Quan 1y ing dung

Chuwong 3

BAN PO UNG DUNG WEB VA CAC KY THUAT
BO QUA SU PIEU KHIEN PHiA CLIENT

CLOZ2, CLO5

3.1.

Thu thap ndi dung va chirc nang cua trng dung web.

3.2.

Phan tich tng dung web.

3.3.

Truyén dir liéu thong qua client.

3.4.

Bit dir liéu nguoi dung.

3.5.

Kiém soét an toan dit liéu phia may khach

Chuong 4

CAC KY THUAT TAN CONG CHUNG THUC VA
TAN CONG PHIEN LAM VIEC

CLOZ2, CLO5

4.1.

Céac cong nghé chung thuc

4.2.

Thiét ké co ché tan cong chimg thuc

4.3.

Giai phap an toan chung thuc.

4.4.

Nhu cau duy tri trang thai.

4.5.

biém yéu cua viéc phat sinh va kiém soat ma phién
giao tiép

4.6.

Giai phap quan Iy an toan phién giao tiép

Chuong 5

CAC KY THUAT TAN CONG KIEM SOAT TRUY
CAP, TAN CONG CSDL VA TAN CONG LOGIC
UNG DUNG

CLO2, CLO5

5.1.

Céc k¥ thuat tin cong kiém soat truy cap va giai phap
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Chuong

Noi dung

Pap ing CLOs

5.2. | Tan cong chén vao ngir canh giao tiép
5.3. | Tan cong chén ma doc SQL
5.4. | Tan cong chén mi doc khong SQL
5.5. | Tan cong XPath
5.6. | Tan cong LDAP
Chuong 6 CAC K‘S? "leUA:l‘ TANA Cf)NG, NGUOI SU DUNG: Lop. CLOS
XSS VA CAC KY THUAT KHAC '
6.1. | Tong quan XSS (Cross-Site-Scripting)
6.2. | Cac k¥ thuat tin cong XSS
6.3. | Giai phap ngan chin tAn cong XSS
6.4. | Tan cong trinh duyét
6.5. | Tan cong ActiveX Controls
6.6. | Tan cong AJAX
6.2. Thwe hanh
Noi dung Pap ung CLOs
6.2.1. | Bai tap ca nhan CLO2, CLO5
Ngudi hoc thuc hién it nhét 01 bai ca nhéan theo yéu cau
giang vién
6.2.2. | Bai tap nhém CLO2, CLO5
- Nguoi hoc thuc hién 01 bai tap nhém
- Céc nhom bao céo két qua lam viée trude 16p.
7. Phan bd thoi gian theo tiét va diéu kién thue hién:
S6 tiét tin chi
STT Tén chwong Ly Bai | Thuec | Tw < Ghicha
thuyét | tdp | hanh | hoc Tong
. Tong quan vé bao mat 04 0 0 10 1
web
5 Cac co ché bao vé cdt 16i o5 0 0 10 15
cua web
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SO tiét tin chi

STT Tén chuwong Ly Bai | Thue | Tw < Ghi chu
thuyét | tdp | hanh | hoc e
Bén do wng dung web va
3 cac ky thuit bo qua suw 04 0 0 10 13
diéu khién phia client
Cac k¥ thuit tan cong
4 chirng thye va tin cong 06 0 0 10 17
phién lam viéc
Cic k¥ thuit tan cong
5 kiém soat truy c?p, tan 04 0 0 10 1
cong CSDL va tan cong
logic irng dung
Ciac k¥ thuit tan cong
6 nguwoi sir dung: xss va cac 07 0 0 10 17
k§ thuat khac
Tong 30 0 0 60 | 90
CAC CHU DE THAO LUAN VA TIEU LUAN
O TR PP P PP PPPPUPTOUPRRRPRN
TR UPRTSTOPTRRS
TP PP PRPPPTRPTP
8. Phwong phap giiang day:
Giang vién giang day véi su két hop cia mot s6 phuong phap sau:
Goiy:
- Thuyét trinh
- Phat van
- Hoi lai hodc van dap
- Dboc va tom luge ndi dung tai licu
- DPong nao nhanh (bai tap tu duy c4 nhan)
- Giao bai doc vé nha
- Huéng dan ty hoc
- Thao luan nhéom
Ma tran lién két gitra Chuan dau ra véi phwong phap giing day
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Phwong

ha — N ™ < o © ~ o) o S - N
P19l 9191919191 9/9/39] 8] 8¢
gang ' | ©O| ©O| Oo| ©o| ©O| ol ol ol d| ol o
o @) @)
day
Thuyet | 1 | x| x | x X | X X | X
trinh
Phat van | X X X X X X
Hoi lai
hoacvan | X | X | X | X | X | X | X X X | X
dap
Poc va
omluge |1l x| x| X X | x| x| x
ndi dung
tai liéu
9. Phwong phap hoc tap
Sinh vién hoc tap véi su két hop ciia mot sé phuong phéap sau:
Goiy:
- Thuyét trinh
- Lam viéc nhom
- Tu hoc, tu nghién ciru
Ma tréan lién két giira Chuin diu ra véi phwong phap hoc tap
Phuon
. 5 — o ™ <t Lo © N~ ® | o S N N
phadp | o| ©| ©| ©| ©o| O] o| o| | &l &l &
- _ _ _ _ _ _ _ T ~ ~ ~
hoc tap @) @) @) @) @) ©) O O ®) O O O
Thuyet | X X X X | X | X
trinh
Lam
viéc X X X X
nhém
Tu hoc,
ol x| x | x| x| x| x| x| x|x| x| x| x
nghién
cuu

10. Nhiém vu cua sinh vién

7

Goiy:

- Chudong t6 chirc thuc hién gi0 tu hoc.

- Tham gia day du cac gio 1én 16p va gid thuyét trinh (sinh vién chi duoc vang mit

t6i da 20% thoi gian 1én 16p cua hoc phan).
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- Poc tai liéu tham khao bt budc va bo trg do giang vién gidi thiéu.
- Hoan thanh day du cac bai tip ca nhan, bai tdp nhom.
- Tham gia ky thi két thiic hoc phan.
11. Thang diém danh gia: Diém danh gid qu4 trinh va diém thi két thuc hoc phan duoc
cham theo thang diém 10 (tir 0 dén 10), 1am tron dén 1 chit s6 thap phan.
12. Phwong phap kiém tra, danh gia két qua hoc tap
Sinh vién duoc danh gia két qua hoc tip trén co sé hai diém thanh phan nhu sau:
1. Piém danh gid qud trinh: trong sé 40% bao gom:
a. Diém chuyén can: 1, trong s6 10%
b. Piém kiém tra thuong xuyén: 3, trong s6 30%
2. Diém thi két thiic hoc phan: trong so 60%
Hinh thuc thi: Tiéu ludn/ Bai tap 16n

Ma tran quan hé giira Chuan dau ra va phwong phap kiém tra, danh gia

Hinh thire o -
danheia O | O |Q S |8 |8 |6 |88 8|8

g — — — — — — — It b
Oo|lO0O |0 |]O|]O|]O |O |O|O|O |lD

Ty luan X | X | X | X | X | X | X | X|X]| X|X
Du 16p X | X [ X[ X | X | X | X |Xx|X]X]| X

13.Tai liéu phuc vu cho hoc phan (cac tai liéu xuit ban trong 05 nim tré lai day va

<

cung cip dwoc cho Trung tim Hoc liéu noi dit tai liéu)
13.1. Tai liéu chinh

- Paco Hope and Ben Walther (2008). Web Security Testing Cookbook. O’REILLY,
ISBN: 978-0-596-51483-9

- Dafydd Stuttard, Marcus Pinto (2011). The web application hacker’s handbook. 2rd
edition, Wiley publishing, Inc.
13.2. Tai liéu tham khao
- William Stallings. (2011). "Network Security Essentials", 4" Edition. Prentice Hall,
ISBN: 9780136108054.
- James F. Kurose, Keith W. Ross (2021). "Computer Networking: A Top-Down
Approach” (https://gaia.cs.umass.edu/kurose_ross/online_lectures.htm)

TP.H6 Chi Minh, ngay ... thang ... nam 2024
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Hiéu truwéng Truwéng B6 mon Giang vién bién soan

Duyét (Ky va ghi ro ho tén) (Ky va ghi r0 ho tén)

TS. Nguyén Quang Tan
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