BO GIAO DUC VA PAO TAO CONG HOA XA HOQI CHU NGHIA VIET NAM
TRUONG PAI HQC VAN HIEN Poc 1ap — Tw do — Hanh phic
KHOA CONG NGHE THONG TIN

PE CUONG CHI TIET HQC PHAN

1. Théng tin vé hoc phin

- Tén hoc phan: Cong nghé truyén thong hién dai
(Emerging Communication Technologies)

- M4 hoc phan:

- Sé tin chi: 03 (2/1/6)

- Bac dao tao: Pai hoc

- Hoc phan tién quyét: Hé diéu hanh Linux, Mang M4y tinh
- Loai hoc phén (bét budc/tu chon): Bit budc

- Hoc phan tién quyét/ Hoc phan trude: Khong

- Don vi phu trach: Khoa Kinh té Quan tri

-S4 gio tin chi: 60 tiét, trong do:
o Ly thuyét: 30 tiét (1 tin chi LT = 15 tiét)
e Thuyc hanh: 30 (1 tin chi TH = 30 tiét)
e Thuc tap: 0 (1 tin chi TT =60 gio TT tai co s0O)

e Dd4n/Khoaluan 0 (1 tin chi DA/KL = 45 gio lam DA/KL)

2. Thong tin vé giang vién
Giang vién 1:
- Ho va tén: Pang Van Luc
- Chuc danh, hoc vi: Thac sy
- Thoi gian lam viéc: 8:00 -16:00
- Dia diém lam viéc: Khoa Cong nghé thong tin
- Dién thoai: 0938839976
- Email: Lucdv@vhu.edu.vn

3. TOm tit ndi dung hoc phan

Hoc phan gom 6 chuong, cung cap cho ngudi hoc kién thire tong quan va chuyén
sdu vé cac cong nghé truyén thong hién dai nhu mang thé hé méi (NGN), truyén thong
khong day, truyén thong IoT, truyén thong dya trén dién toan ddm mAy va bién, bao
mat truyén thong va cac xu hudng méi nhu truyén thong théng minh, truyén thong tng



dung Al va truyén thong luong tir. Sinh vién duogc tiép can ca Iy thuyét va thuc hanh
qua cac md hinh, giao thirc va ing dung thyc tién trong x4y dung hé thong truyén thong
hién dai.

4. Muc tiéu ciia hoc phin
- Kién thuc:

+ Trinh bay dugc cac khai niém, nguyén 1y va kién trac cia cac cong nghé
truyén thong hién dai nhu NGN, truyén théng khong ddy, truyén thong IoT,
truyén thong tich hop, dién toan bién va dién toan dam may.

+ Phan tich duoc cac cong nghé truyén din, giao thirc truyén thong va cac giai
phap bao mat trong hé thdng truyén thong hién dai.

+ Nhan dién duoc xu huéng phat trién ctia cong nghé truyén thong nhu Al
Communication, truyén thong trong Metaverse, truyén thong luong tir.

- Ky nang:

+ Ung dung dugc kién thirc vao viéc thiét ké, cai dat va danh gia mot hé thong
truyén thong hién dai trong thyc tién.

+ St dung duogc cac cong cu, phﬁn mém mo phong hoac cu hinh co ban hé
thdng truyén thong nhu VolP, truyén thong IoT, mang khong ddy, mang hoi
tu.

+ Phan tich va xu 1y céc tinh huéng ky thuat trong van hanh, khai thac va bao
mat hé thong truyén thong.

- Mtic d6 tu chu, chiu trach nhiém:

+ €6 kha nang 1am viéc doc 1ap va phdi hop nhém trong cac du 4n ing dung
cong nghé truyén thong.

+ Ty chi trong viéc tim hiéu, cip nhat va ap dung cac cong nghé mdi trong
[inh vuc truyén thong.

+ €0 ¥ thtrc trach nhiém nghé nghiép, tuan thi quy dinh k¥ thuat va dam bao
an toan — bao mat thong tin trong méi trudng cong nghé sd.

5. Chuan dau ra cia hoc phan

Ma Noi dung chuén diu ra
CDR

Vé kién thire




CLO1

Trinh bay duoc nguyén 1y hoat dong, kién trac va mé hinh cia cac cong nghé
truyén thong hién dai nhu NGN, mang truyén thong khong day, truyén thong

I0T va truyén thong dya trén dién toan dam may.

CLO2

Phén tich dugc cic chuin ky thuit, cong nghé truyén din va giao thirc truyén

thong hién dai nhu VoIP, Wi-Fi 6/7, MQTT, CoAP, TLS, IPSec.

CLO3

Nhén dién va so sanh duoc cac xu hudng coéng nghé truyén thong méi nhu
truyén thong tmg dung Al truyén thong trong Metaverse va truyén thong luong

tur.

Vé k¥ ning

CLO4

Thiét ké dugc mo hinh hé thong truyén thong tich hop (vi du: hé thong VoIP, md hinh

truyén thong IoT, mang truyén théng cho Smart Home hodc doanh nghiép nho).

CLO5

Ung dung duoc cong cu, phan mém hodc thiét bi mé phong dé cau hinh va kiém thir
hé théng truyén thong hién dai. (Vi du: GNS3, Packet Tracer, Wireshark hodac cac thiét
bi IoT kits)

CLO6

Phan tich va danh gié hiéu qua, do on dinh va tinh bao mat trong van hanh h¢ théng

truyén thong hién dai.

CLO7

Giai quyét duoc cac tinh hudng ky thuat thuc tién théng qua bai tip nhém, nghién ciru
tinh huéng va dy an cudi ky. (Tich hop k¥ ning mém, k¥ ning giai quyét van dé —

toan khoa)

Mirc tu chi va trach nhiém

CLOS8

Co6 tinh than hoc tap chu dong, san sang cap nhat cong nghé mdi, 1am viéc doc 1ap va
phéi hop nhom hiéu qua, dong thoi tuan thi dao dtrc nghé nghiép va nguyén tic bao

mat trong linh vyc truyén thong.

Ma tran lién két gitra Chuan diu ra chwong trinh dao tao va Chuan dau ra hoc

phﬁn
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CLO2

CLO3 X X X

CLO4 X X X X X

CLOS5 X X X X X

CLO6 X X X X X

CLO7 X X X X X
CLO8 X X X X X

6. Noi dung chi tiét ciia hoc phan
6.1. Ly thuyét

Chuong N¢i dung Pap ung CLOs
Chuong 1 Téong quan cong nghé truyén thong hién dai
1.1. Khai niém, vai trd va phén loai hé thong truyén thong
Mo hinh truyén thong hién dai (truyén thong tich hop, da
1.2 . .
phuong tién, streaming, [oT-based) CLO1, CLOZ,
Xu huéng phat trién: mang hoi ty, truyén thong thong CLO3, CLO8
1.3. : ) .
3 minh, truyén thong hudéng dich vu
Ung dung cong nghé¢ truyén thong trong doi song va cong
1.4. nghiép
Chuwong 2 Ha ting va cong nghé truyén théng thé hé méi
21. Mang NGN — Kién tric va dic trung
CLO1, CLO2
Mang truy cap bang rong: FTTH, GPON, LTE, 5G/6G : ’
2.2. ang truy cdap bang rong CLO4, CLOS,
2.3. Céc cong nghé truyén dan: IP/MPLS, VoIP, Video over IP CLOs, CLO8
24 Truyén théng hop nhat (Unified Communications) trong
o doanh nghiép
Chwong 3 | Truyén thong khong diy va di dong




3.1 Chuén Wi-Fi hién dai: Wi-Fi 5/6/6E/7
3.2. Truyén thong di dong 4G, 5G va xu hudng 6G
i CLO1, CLO2,
Mang cam bién khong day (WSN), mang Ad-hoc, 10T CLO4. CLO6
3.3. ) ’ ’
Wireless CLO8
3 Ung dung truyén théng khong day trong nha thong minh,
4. .
thanh pho thong minh
Chwong 4 | Truyén thong IoT va dién toin phin tan
4.1. Kién triic va mé hinh truyén thong IoT
; CLO1, CLO2,
4.2. Giao thurc truyén thong IoT: MQTT, CoAP, AMQP CLO4, CLOS5,
- - CLO6, CLO7,
4.3. Ha tang truyén thong IoT: NB-loT, LoRaWAN, SigFox CLOS
W Truyén thong dua trén Cloud va Edge Computing (truyén
o thong bién)
Chuong 5 | Bio mit va an toan trong truyén thong hién dai
5.1. Rui ro va mdi de doa trong hé théng truyén thong
. A CLO2, CLOS5,
5.2. Giao thirc bao mat: TLS, IPSec, VPN, Zero Trust CLOS6, CLO7,
A1 A A n A CLO8
5.3. M0 hinh bdo mat tich hgp trong truyén thong da tang
Quan ly truy cép, xac thuc, bao mat IoT & Cloud
5.4.
Communication
Chwong 6. | Xu hwéng méi va irmg dung thue tién
6.1. Truyén thong tmg dung Al (Al-powered Communication)
6.2. Truyén thong trong Metaverse, VR/AR CLOg3, CLOY,
‘ CLOS8
6.3. Truyén thong luong tir (Quantum Communication)
5.4 Truyén thong trong moi truong két ndi van vat (IoE —
o Internet of Everything)
6.2. Thuc hanh
Noi dung Pap ing CLOs

6.2.1.

Bai tap ca nhan




Lab1 Céu hinh mang truyén théng VoIP co ban CLO1, CLO2,
- Cai dat va cAu hinh phén mém Asterisk hoic 3CX. CLO4, CLOs,
- Thiét lap SIP server, tao tai khoan ngudi dung. CLO6, CLO7Y
- Goi thir noi bo gitra cac thiét bi SIP clients (softphone,
smartphone).
Lab 2 Mo phong mang truyén thong khong day Wi-Fi CLO2, CLO4,
- Chu hinh Access Point (SSID, bao mat CLO5, CLOS,
WPA2/WPA3). CLO7
- Kétndi thiét bi dau cudi va do do manh tin hiéu.
- Phén tich luu luong bang Wireshark.
Lab 3 Truyén thong IoT véi MQTT CLO1, CLO?2,
- Cai dat Mosquitto MQTT Broker. CLO4, CLOs,
_ Chu hinh cdc thiét bi IoT clients (Node-RED, | CLO8: CLO7
ESP8266/ESP32).
- Thtr nghiém gui/nhan dir liéu gitta Publisher va
Subscriber.
Lab 4 Truyén thong dua trén dién todn dam may CLO1, CLO2,
- Két nbi thiét bi IoT véi nén tang cloud (Blynk, | CLO4, CLOS,
Firebase, ThingsBoard...). CLOG, CLO7
- Hién thi dit liéu cam bién tir xa qua cloud.
- Diéu khién thiét bi tir xa théng qua giao dién web/app
Lab 5 Mo phong truyén thong tich hop (NGN) CLO1, CLO?2,
- Thiét 1ap mo hinh mang hoi tu trén Packet Tracer hoac CLO4, CLOs,
GNS3. CLOG, CLO7
- Tich hop két ndi PC, VoIP Phone, Camera IP.
- Kiém tra hoat dong dong thoi cua cac dich vu.
Lab 6 Phan tich va bio mat truyén thong CLO2, CLOS5,
- Dung Wireshark dé phan tich luu luong truyén théng CLO6, CLO7,
(TCP, UDP, SIP, MQTT...). CLO8
- Céu hinh tuong lira (Firewall rules).
- M4 hoéa giao tiép bang TLS/SSL hoic IPSec md
phong.
6.2.2. | Bai tap nhom
Sinh vién lam viéc theo nhom dé thiét ké va mé phong | CLO2, CLO3,
mot hé thong truyén thong hién dai nhu VolP, IoT, mang | CLO4, CLOS,

Wi-Fi hodc truyén thong dam mAy. Sinh vién cin phan




tich yéu cau, thiét ké kién tric, cau hinh mo hinh bang
cac cong cu nhu Packet Tracer, GNS3, MQTT, Node-
RED va trinh bay két qua qua bao cdo va thuyét trinh. Du
an giup sinh vién van dung kién thire 1y thuyét, k§ ning

thuc hanh va lam viéc nhom mot cach toan dién.

CLO6, CLO7,
CLO8

7. Phan bo thoi gian theo tiét (1 tin chi ly thuyét = 15 tiét, 1 tin chi thue hanh =

30 tiét)
S6 tiét tin chi
Chwong Tén chwong Ly Bai | Thue | Tw T Ghi chu
thuyét | tap | hanh | hoc ong

Tong quan cong

1 nghé truyén thong 5 5 20 | 30
hién dai
Ha tang va cong

2 nghé truyén thong 5 5 20 30
thé h¢ moi
Truyén thong

3 khéng day va di 5 5 20 30
dong
Truyén thong loT

4 va dién todn phan 5 5 20 30
tan
Bao mat va an toan

5 trong truyén thong 5 5 20 30
hién dai

6 )’(u hudéng moi va: 5 5 20 30
ung dung thyuc tién

Tong 30 30 | 120 | 180

CAC CHU PE THAO LUAN VA TIEU LUAN

1. Céc bai tap trong giao trinh

2. Céc bai tap giang vién cung cap

8. Phuwong phap giing day

Giang vién giang day véi su két hop ciia mot s6 phuong phap sau:

- Phét van

- Vén dap

- Doc va tom luge ndi dung tai licu




- Bai tap tu duy ca nhan

Ma tran lién két gitra Chuan dau ra véi phwong phap giing day

Phuwong
phap o o 3 S o] 3 o 3
gidng 1 | | _| | | | |
@) (@) @) o @) @) o o
day
Thuyet X X X X X
trinh
Phat van X X X X X
G1a£1 qu};et X X X X X X
van dé
Thuc
hanh X X X X

9. Phwong phap hoc tap
Sinh vién hoc tap véi su két hop ciia mot sé phuong phéap sau:
- Thuyét trinh
- Lam viéc nhom
- Tu hoc, tu nghién ciru
- Thuc hanh
Ma tréan lién két giira Chuin diu ra véi phwong phap hoc tap

Phuwong
— N ™ < o © ~ fo'e) o
phap @) @) @) @) O O @) @) O
_ _ _ _ _ _ | | |
Thuyé
uyet X X X X X X X
trinh
Lam viéc
nhém X X X X X X X X
Tu hoc, tu
nghién ctru X X X X X X X
Thuc hanh X X X X X

10. Nhi€ém vu cua sinh vién



- Chudong t6 chirc thuc hién gi0 tu hoc.

- Tham gia diy du cac gio 1én 16p va gio thuyét trinh (sinh vién chi dugc vang
mat to1 da 20% thoi gian 1€n 16p ctia hoc phan).

- Poc tai liéu tham khao bit budc va bd trg do giang vién gidi thi¢u.

- Hoan thanh déy du céac bai tap ca nhan, bai tap nhoém.

- Tham gia ky thi két thuc hoc phan.

11. Thang diém danh gia: Diém danh gia qua trinh va diém thi két thuc hoc phan
dugc chdm theo thang diém 10 (tir 0 dén 10), 1am tron dén 1 chir s6 thap phan.

12. Phwong phap kiém tra, danh gia két qua hoc tip
Sinh vién dugc danh gia két qua hoc tap trén co so hai diém thanh phan nhu sau:
1. Piém danh gia qua trinh: trong s6 40% bao gom:
a. Piém chuyén can: trong sd 10%
b. Diém kiém tra thuc hanh: trong s6 30%
2. biém thi két thuc hoc phan: trong s6 60%
Hinh thirc thi: Bai tap 16n/ Tiéu luan c6 Thuyét trinh

Ma tran quan hé giita Chuin diu ra va phwong phap kiém tra, danh gia

Hinh thic
i ., — (9] o <t Lo (do] N~ o0
danhgia | G | Q < - < < 9 -
O O O @) @) @) O (@)
Batwptren | o)y X X X X X | x
lop
Battapo | o X X X X X X
nha
Dénh gia
lam vige X X X X X X X X
nhom
bénh gia
chuyén can X X X X X X X
Bai tap
thyc hanh X X X X X

13. Tai liéu phuc vu cho hoc phén



13.1. Tai liéu chinh

Slide bai giang, tai li¢u bai tap Lab, huéng dan cai dit méi truong thyc hanh do
giang vién bién soan.
Stallings, W. (2021). Data and Computer Communications (11th ed.). Pearson.

Forouzan, B. A. (2022). Data Communications and Networking (6th ed.).
McGraw-Hill.

Hara, T., & Nishio, S. (2022). Wireless Sensor Networks: Architectures and
Protocols. Springer.

13.2. Tai liéu tham khao

TSyed, A. A., & Taylor, P. (2023). Cloud Computing and Internet of Things: A
Roadmap to Modern Communication Systems. Wiley.

Hossain, E., Hasan, M., & Leung, V. C. M. (2023). 5G and Beyond Wireless
Communication Technologies. Springer.

Singh, K. J.,, & Kapoor, D. S. (2023). “Next Generation Wireless
Communication: Wi-Fi 6 and Wi-Fi 7 Overview.” |[EEE Communications
Surveys & Tutorials.

Cisco Networking Academy. (2023). Introduction to Packet Tracer and
Networking Technologies. https://www.netacad.com.

Eclipse  Foundation.  (2024). Mosquitto  MQTT  Documentation.
https://mosquitto.org/documentation.

Duyét Phé Trudéng khoa Giang vién
(Ky va ghi r0 ho tén) (Ky va ghi ro ho tén)
Ths Nguyén Thi Diéu Anh Ths. Ping Vin Luc
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