TRUONG PAI HQC VAN HIEN CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA CONG NGHE THONG TIN Péc 1ap — Tw do — Hanh phiic

PE CUONG CHI TIET HQC PHAN

1. Théng tin vé hoc phin
- Tén hoc phan: MAT MA HOQC
(CRYPTOGRAPHY)
- Ma hoc phan: INT489
-S4 tin chi: 02 (2/0/4)
- Bac dao tao: Pai hoc
- Loai hoc phﬁn: Bit budc
- Hoc phan tién quyét/ Hoc phan trudc: ...
- DPon vi phu trach: Khoa Cong nghé thong tin

-S4 gio tin chi: 30, trong do:

- Ly thuyét: 30 (1 tin chi LT = 15 tiét)

- Thuyc hanh: 00 (1 tin chi TH = 30 tiét)

- Thuyec tap: 00 (1 tin chi TT = 60 gio TT tai co so)

- Db 4n/Khéaludn 00 (1 tin chi DA/KL = 45 gi¢ lam DA/KL)

2. Thong tin vé giang vién

Giang vién 1:

- Howvatén:

- Chutc danh, hoc Vii ..occiiiiiiii e

- Thoi gian lam vi¢c: Gio hanh chinh (8:00 -16:00)

- Pja diém lam viéc: Khoa ..... - Trudng Pai hoc ...

- Diénthoai:

- Email:

Giang vién 2:

- Hovatén:

- Churc danh, hQC VIi .o,

- Thoi gian lam vi¢c: Gio hanh chinh (8:00 -16:00)

- Pia diém lam viéc: Khoa ..... - Trudng Pai hoc .....

- Diénthoai:

- Email:
3. TOm tit ndi dung hoc phan
Hoc phan gdm 04 chuwong, cung cip cho ngudi hoc kién thirc tong quat vé& mat mé, nhim
gilp ngudi hoc hiéu va biét tng dung khi trién khai thuc té. Nguoi hoc duoc gidi thiéu co
ban vé mat ma hoc va mot s6 thuat toan ma hoa quan trong trong mat ma ¢ dién va mat
ma hién dai. Ngoai ra, hoc phﬁn gidi thi¢u cac dich vu an toan thong tin.
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4. Muc tiéu ciia hoc phin
Hoc phan c6 nhitng muc tiéu:

- Cung cap cho ngudi hoc nhirng kién thirc chung vé 1y thuyét thong tin trong cac hé
mat.

- Cung cép cho nguoi hoc nhitng kién thtrc co ban vé mat ma, dic biét 1a mat ma hoc
hién dai. Giup cho sinh vién hiéu rd duoc mot sd thuat toan ma hoa quan trong trong mat
ma cd dién va mat ma hién dai, mot sd van dé quan trong trong cac dich vu an toan thong
tin nhu xac thuc va dam bao tinh toan ven.

- Trang bi kién thirc vé mot s6 thu tuc ing dung trong thyc té nhu chit ky s, trao doi
va phan phdi khoa. Ciing nhu ¢6 kha ning phan biét khi nao can dung cac hé mat khoa bi
mat hay cac hé mat khoa cong khai dé ma hoa dir liéu ltic trién khai ung dung thyc té.

- Phét trién k¥ nang phan tich, 1ap luan, va thuyét trinh hiéu qua.

5. Chuin dau ra ciia hoc phin:

Ma Noi dung chuin dau ra
CDbR (Bit dau bang dong tir theo thang Bloom)
Kién thirc
CLO1
CLO
CLO
CLO
Ky nang
CLO
CLO
CLO
CLO
Mirc d tw chi va trach nhiém
CLO
CLO
Ma trén lién két giira Chuin diu ra chwong trinh dao tao va Chuin diu ra hoc
phin
Chuin du ra PLO1 | PLO... |PLO... | PLO... |PLO... | PLO... | PLO...
CLO1 X X
CLO2 X
CLO3 X
CLO4 X
CLOS X X X
Ghi chi: PLOs (ProgrammeLearningOutcomes): Chudn dau ra cap CTPT
CLOs(Course LearningOutcomes): Chudn dau ra hoc phin
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6. Noi dung chi tiét ciia hoc phin

6.1. Ly thuyét
Chuong Noi dung Pap trng CLOs
Chuong 1 Ly thuyét théng tin trong cic hé mat CLO2, CLO5
1.1 | So d6 khéi chirc ning ciia hé théng thong tin s6

1.2

Céc chi tiéu chit luong co ban ctia mot hé théng
thong tin sd

1.3

Do mat hoan thién

14

Entrophy va tinh chat cua entrophy

1.5

Khoa gia va khoang giai ma duy nhat

1.6

Phéan tich mat ma va dé phuc tap tinh toan

Chuong 2

Cac hé mat khoa bi mat

2.1

Céc hé mat thay thé don gian

2.2

Céc hé mat thay thé da biéu

2.3

Céc hé mat thay thé khong hoan toan

2.4

Céc hé mat chuyén vi

2.5

Cac hé mat tich

2.6

Chuan ma di liéu (DES)

2.7

Chuan ma dir liéu tién tién (AES)

2.8

Uu nhuoc diém cta cac hé mat khoa bi mat

Chuong 3

Cac hé mat khoa cong khai

3.1

Khai niém vé hé mat khoa céng khai

3.2

S6 hoc Modulo

3.3

Bai toan phan tich thira s6 va cac hé mat c6 lién quan

3.4

Bai toan logarit roi rac va cac hé mat co lién quan

3.5

Bai toan xép bald va hé mat Merkle — Hellman

3.6

Bai todn ma stra sai va hé mat Mc Elice

3.7

H¢ mat trén duong cong Eliptic

3.8

Uu nhuoc diém cua cac hé mat khoa cong khai

Chuong 4

Ham bam, xac thuc va chir ky so

4.1

Cac van dé veé xac thuc

4.2

Ham bam

4.3

Chir ky s6

4.4

Céc chir ky s co6 nén

4.5

Chuan chit ky sd

6.2. Thuc hanh
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Noi dung DP4p g CLOs

6.2.1. | Bai tap ca nhan

Nguoi hoc [am bai tap trong tirng chuong.

6.2.2. | Bai tdp nhom

- Nguoi hoc tao nhém tim 101 gidi cho céc bai tap do
giang giang vién dit ra. -

- Céac nhom bao cdo két qua lam viéc trudce 16p.

7. Phan bd thoi gian theo tiét va diéu kién thwe hién:

S6 tiét tin chi
Chuong Tén chwong Ly Bai | Thuwe | Tw | . Ghi chu

. To
thuyet | tap | hanh | hoc ong
Ly thuyét thong ti
1 YRS TONSH 1 05 | 0 | 0 | 10 | 15
trong cac hé mat
o 1é mat khoa bi
p | Cachematkhoabl [, )05 g | g0
mat
ac hé mat khé
g | Cachematkhoa 0 | 0| 0o |2 | 30
cong khai
Ha a ac th
4 am bam, xac thuc 05 0 0 10 15

va chir ky so

Tong 30 0 0 60 | 90

CAC CHU PE THAO LUAN VA TIEU LUAN

X F TP RUPT
8. Phwong phap gidng day:
Giang vién giang day véi su két hop cia mot s6 phuong phap sau:
Goiy:

- Thuyét trinh

- Phat van

- Hoi lai hodc van dap

- Doc va tom lugce ndi dung tai licu

- Dong ndo nhanh (bai tp tu duy ca nhan)

- Giao bai doc vé nha

- Hudng dan tu hoc

- Thao luan nhom

Ma trén lién két giira Chuin diu ra véi phwong phap giang day
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Phuong
phap | 8|8 |8 18|18 |85 18[8|2|88&
ging |5 |5 |0 |0 |0 |0 |0 |0|0|2d|d |0
day
X X X
X X
X X
X X X
X X X X X X X X
X X X X X X X X
X X X X X X X X
9. Phwong phap hoc tap
Sinh vién hoc tap véi su két hop ciia mot sé phuong phép sau:
Goiy:
- Thuyét trinh
- Lam viéc nhom
- Tu hoc, tu nghién ciru
Ma tréan lién két giira Chuin diu ra véi phwong phap hoc tap
Phuong | N ™ < 0 © ~ ) o 9 d N
phap 1913 (3192131919193 /9]9]°9
hoc tap @) o ®) ®) ®) ©) ©) @) ©) O O O
X X X
X X
X X
X X X

10. Nhiém vu cta sinh vién
Goiy:
- Chudong td chure thuc hién gi0 tu hoc.
- Tham gia day du cac gio 1én 16p va gio thuyét trinh (sinh vién chi dugc vang mat
t6i da 20% thoi gian 1én 16p cua hoc phan).
- Poc tai liéu tham khao bt budc va bd trg do giang vién gi6i thiéu.
Hoan thanh day du cac bai tip ca nhan, bai tap nhom.
Tham gia ky thi két thiic hoc phan.

11. Thang diém danh gia: Diém danh gia qua trinh va diém thi két thic hoc phan duoc
chim theo thang diém 10 (tir 0 dén 10), 1am tron dén 1 chir s6 thap phan.
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12. Phwong phap kiém tra, danh gia két qua hoc tap

Sinh vién duoc danh gia két qua hoc tip trén co sé hai diém thanh phan nhu sau:
1. Piém danh gid qud trinh: trong sé 40% bao gom:

Piém chuyén can: ...., trong s6 ...%

Diém kiém tra thuong xuyén: ...., trong s6 ...%

T

Piém thi két thiic hoc phan: trong sé 60%
Hinh thtrc thi: Ty luan.
Ma trin quan hé giira Chuan dau ra va phwong phap kiém tra, danh gia

Hinh
i < o | 4 | «
mie 131618161818 |5/8/8/3 |33
dénh i e R R
c|lo|/o|lo|lo|o|o|lo|lo|d|olao
gia
Tié
X I x I x I x| x| x| x| x| x| x| x| x
luan
Thuyét
W X X X | X | X | x| x| x| x| x
trinh
TS
X I x | x| x| x| x| x| x| x| x| x| x
nghiém
Du 16p X

13.Tai liéu phuc vu cho hoc phan (cac tai liéu xuit ban trong 05 nim tré lai day va
cung cap dwogc cho Trung tim Hoc liéu noi dit tai liéu)

13.1. Tai liéu chinh

- Jean-Philippe Aumasson, Serious Cryptography: A Practical Introduction to Modern
Encryption, No Starch Press, 2017.

13.2. Tai liéu tham khao

- Douglas R. Stinson, Maura B. Paterson, Cryptography: Theory and Practice, CRC
Press, 2018.

- William Easttom, Modern Cryptography, Springer, 2021.

TP.H6 Chi Minh, ngay ... thang ... ndm

Hi¢u truéng Trwéng Bo mon Gidng vién bién soan
Duyét (Ky va ghi r6 ho tén) (Ky va ghi r6 ho tén)
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